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Security in a globalised world

Air transport and the need for 
close public-private security cooperation
by Dr. Markus Kerber, 
Head of Planning Staff, Federal Ministry of the Interior
on 27 May 2008 
1st Public-Private Security Conference
How to make global air transport more secure?
in Berlin
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Civil Aviation Security

….. is becoming increasingly important to Germany’s internal 
security

Key threats and challenges:
Terrorism, Islamic fundamentalism and extremism

Demography, illegal migration and integration problems

Organised crime and drugs

Proliferation and arms trade

Failed states and regional conflicts

Resource conflicts and energy security

Breakdown of critical infrastructures

Disasters and pandemics

Globalisation risks 

Changed role of the state in a globalised world
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Increase in global air transport

Source: ICAO
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Forecasts speak of a 5% growth per year up to 2020. However, a large 
number of variables – not least the security situation – determine trends in 
air transport.
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Degree of openness of the economy - Germany 
ahead of China, Japan and the USA
Export nation Germany one of the biggest winners as 
interdependence grows

Germany      Japan           USA         China (PR) Germany      Japan           USA         China (PR)

Real grade of openness

Financial grade of openness

Grade of economic openness in
different countries
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Global communications
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Security-relevant sectors

Arms
Government 

communications

Public utilities
(water, waste)

Media
(news agencies)

Automotive sector

Energy

Networks
(electricity, gas, water, 

telecommunications, rail, road)
Emergency and
rescue services

Bundesdruckerei
(Federal Printing Office)

Aerospace industry

Nuclear industry

HealthcareBanking/
insurance

Metal industry

Machine and plant 
engineering

Security 
companies

Telecommunications

Information 
technology

Transport and
traffic

Food

Hazardous 
substances

Public admin.Security-relevant 
sectors in the dark
grey area – the more 
you move away from 
the centre, the less 
need there is for
protection Raw materials sector/

services

Chemicals

Pharmaceuticals

Logistics

IT security 
industry

Deutsche Börse
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The world’s largest state investment funds

Source: Morgan Stanley

United Arab Emirates (Adia) 875

Singapore (GIC) 330

Norway (Government Pension Fund) 300

China (State FX, Hueijing Co.) 300

Russia (Stabilisation Fund) 100

Singapore (GIC) 100

Kuwait (Kuwait Investment Authority) 70

Australia (Australian Future Fund) 40

0 200 400 600 800 1.000

Total: US$ 2,015 bn 

Managed assets in US$ bn 

+300/Year from foreign currency reserves 
from 2007 onwards

Status: approx. US$ 1.15 bn
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Source: Deutsche Bank

Relation Federal Budget to private assets shows 
asymmetry in the relative strength of the sectors 
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Government 
budget

Total assets of
Deutsche Bank
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of DAX 30
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€ 4,350 bn

€ 992 bn

€ 255 bn€ 88 bn€ 110 bn
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Security in industry - objectives

Objectives of a security partnership between state and industry:

To incorporate business interests into national security strategies and to 
integrate the latter in the EU.

To enhance cooperation between politicians, government departments 
and industry.

To update the situation report on national and international security
between central corporate security departments and security authorities
on an ongoing basis.

To consult on security-relevant issues and cooperate with security service 
providers and associations.

To assist in special security incidents - crisis management.
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Public-private partnerships in the area of security

Development of 
security-relevant 
strategies/plans

Security threat analysis and early 
crisis detection/trend analysis

Crisis prevention

Crisis management,
exchange of 

information/knowledge

Post-crisis 
rehabilitation/
evaluation

Crisis management operations

Personnel training,
procurement

Financing

Fed. Min. of 
Int./Working 

Group for Sec. in 
Ind. (ASW)

Fed. Min. of Int./
scientific 

community

Police forces/
security companies

Police forces/
schools, municipalities, 
transport companies, 

citizens

Fed. Min. of Int./
insurance companies
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Security in industry - synopsis

- Central “corporate security” departments
- Factory security

Corporate security

State security

Illegal transfer of know-how
Patent and copyright infringements

Industrial espionage
Sabotage

Terrorism Organised crime,
cybercrime,

information warfare,
computer hacking

Joint
security strategies

Integrated
situation report

External security
Fed. For. Office, Fed. Min. of Def.,

Fed. Intell. Service

Internal security
Fed. Min. of Int., Fed. Crim. Pol. Office, Fed. Off. 

for Prot. of Constit., Fed. Off. for Inf. Sec,
Fed. Min. of Econ. and Techn.

National
security strategy

European
security cooperation

Security service
providers

International
corporate/information

integration

Security
associations
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Many thanks for your attention!


